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Course Objectives
1. To understand and critically evaluate the potential countermeasures to advanced hacking techniques.
1. To enable students to analyze and critically evaluate techniques used to break into an insecure web application and identify relevant countermeasures.
Course Outcomes
On the completion of this course the student will be able to
1. CO1: Outline aspects of security, importance of data gathering, foot printing and system hacking.
1. CO2: Analyze and summarize tools and techniques to carry out a penetration testing.
1. CO3: Develop and compare different types of hacking tools.
1. CO4: Apply the techniques for real world problems in the domain.
1. CO5: Explain the different attacks and vulnerabilities that can affect a system from functioning normally.
Course Description
Ethical Hacking is an integral part of life. The aim of this course is to teach students how to think like a hacker, providing them with a deep understanding of security issues and concerns. In addition, this course also provides the students with specialist knowledge and experience of advanced hacking techniques and their countermeasures through hands-on laboratory exercises.
Course Content
Unit-I    [09 Lecture Hours]
To study about hacking tools and skills. Study the use of network reconnaissance tools like WHOIS, dig, traceroute, nslookup to gather information about networks and domain registrars.
Unit-II    [09 Lecture Hours]
Study of packet sniffer tools like Wireshark, Ethereal, tcpdump, etc. Use the tools to do the following: (1) Observe performance in promiscuous as well as non-promiscuous mode. (2) Show that packets can be traced based on different filters.
Unit-III    [09 Lecture Hours]
LOIC: DoS attack using LOIC. Write a script or code to demonstrate SQL injection attacks.
Unit-IV    [09 Lecture Hours]
Download and install Nmap. Use it with different options to scan open ports, perform OS fingerprinting, do a ping scan, TCP port scan, UDP port scan, etc. Set up IPSEC under Linux. Study of techniques used for Web Based Password Capturing.
Unit-V    [09 Lecture Hours]
Emailtrackerpro: Email analysis involving header check, tracing the route. Also perform a check on a spam mail and non-spam mail. Darkcomet: Develop a malware using the Remote Access Tool Darkcomet to take remote access over a network.
Text Books
1. Baloch, R., Ethical Hacking and Penetration Testing Guide, CRC Press.
1. Beaver, K., Hacking for Dummies, 3rd ed., John Wiley & Sons.
Reference Books
1. Davidoff, S. and Ham, J., Network Forensics: Tracking Hackers through Cyberspace, Prentice Hall.
1. Michael G. Solomon, K. Rudolph, Ed Tittel, N. Broom, and D. Barrett, Computer Forensics Jump Start, Wiley Publishing, Inc.
Modes of Evaluation
Quiz / Assignment / Presentation / Extempore / Written Examination
Examination Scheme
	Components
	Internal
	End Term

	Weightage (%)
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	50
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