SEMESTER IV
CSE12185  –  Cryptography Lab
Note: Requested as “CSE12183”, which does not exist in the curriculum. CSE12185 (Cryptography Lab) is the Specialization Lab – I paired with CSE11184 Cryptography in Semester IV.

	CSE12185
	Cryptography Lab
	L
	T
	P
	C

	Version 1.0
	Contact Hours – 30 Hours
	0
	0
	2
	1

	Pre-requisite / Exposure
	NIL

	Co-requisite
	NIL


Course Objectives
1. To learn different cipher techniques.
1. To implement the algorithms DES, RSA, MD5, SHA-1.
1. To use network security tools and vulnerability assessment tools.
Course Outcomes
On the completion of this course the student will be able to
1. Develop code for classical Encryption Techniques to solve the problems using substitution techniques.
1. Develop code for classical Encryption Techniques to solve the problems using transposition techniques.
1. Build cryptosystems by applying symmetric and public key encryption algorithms.
1. Construct code for authentication algorithms.
1. Develop a signature scheme using Digital Signature Standard.
Course Description
This course will provide hands-on experience with basic security attacks, encryption algorithms, and authentication methods. In addition to security techniques, firewall configuration is discussed.
Course Content
Unit-I: Substitution Techniques    [09 Lecture Hours]
Perform encryption and decryption using the following substitution techniques: Caesar cipher, Playfair cipher, Hill Cipher, Vigenere cipher.
Unit-II: Transposition Techniques    [09 Lecture Hours]
Perform encryption and decryption using the following transposition techniques: Rail fence, Row & Column Transformation.
Unit-III: Symmetric Ciphers    [09 Lecture Hours]
Apply DES algorithm for practical applications. Apply AES algorithm for practical applications.
Unit-IV: RSA / Diffie-Hellman Key Exchange / Digital Signature    [09 Lecture Hours]
Implement RSA Algorithm. Implement the Diffie-Hellman Key Exchange algorithm for a given problem.
Unit-V: Secure Hash Function    [09 Lecture Hours]
Implementation of Hash Functions. Calculate the message digest of a text using the SHA-1 algorithm. Implement the Signature Scheme - Digital Signature Standard.
Text Books
1. Modern Cryptography: Theory and Practice - Wenbo Mao, Prentice Hall PTR.
1. Cryptography: Theory and Practice - Douglas R. Stinson, CRC Press.
Reference Books
1. Cryptography and Network Security Principles and Practice, Fourth Edition - William Stallings, Pearson Education.
Modes of Evaluation
Quiz / Assignment / Presentation / Extempore / Written Examination
Examination Scheme
	Components
	Mid Term
	Class Assessment
	End Term

	Weightage (%)
	20
	30
	50


CO–PO / PSO Articulation Matrix
	CO
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12
	PSO1
	PSO2
	PSO3

	CO12185.1
	3
	3
	2
	2
	3
	3
	1
	-
	1
	-
	-
	1
	1
	3
	2

	CO12185.2
	3
	2
	3
	2
	2
	2
	3
	-
	3
	-
	-
	2
	1
	1
	1

	CO12185.3
	3
	2
	2
	3
	2
	1
	2
	-
	2
	-
	-
	1
	3
	1
	3

	CO12185.4
	2
	2
	2
	3
	3
	3
	1
	-
	1
	-
	-
	3
	3
	2
	1

	CO12185.5
	1
	3
	3
	3
	2
	3
	2
	-
	3
	-
	-
	3
	1
	1
	2

	Average
	2.4
	2.4
	2.4
	2.6
	2.4
	2.4
	1.8
	-
	2.0
	-
	-
	2.0
	1.8
	1.6
	1.8


1 = Weakly Mapped   |   2 = Moderately Mapped   |   3 = Strongly Mapped   |   – = Not Mapped
