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Course Objectives
1. To introduce students to the principles and methodologies of cyber forensics.
1. To familiarize students with forensic tools and techniques for investigating cybercrimes.
1. To analyze digital evidence collection, preservation, and recovery methods.
1. To understand legal and ethical aspects of cyber forensics.
1. To develop skills for handling forensic cases and preparing forensic reports.
Course Outcomes
Upon completion of this course, students will be able to:
1. CO1: Understand the fundamentals of cyber forensics and digital investigation.
1. CO2: Apply forensic tools to acquire and analyze digital evidence.
1. CO3: Investigate network intrusions, malware, and data breaches.
1. CO4: Evaluate legal and ethical considerations in cyber forensics.
1. CO5: Prepare forensic reports and present findings in a structured manner.
Catalog Description
This course provides a comprehensive understanding of cyber forensics, covering forensic investigation methodologies, digital evidence acquisition, and analysis techniques. Students will explore topics such as cybercrime investigation, network forensics, mobile forensics, and legal considerations. The course includes hands-on exposure to forensic tools used in real-world cases.
Course Content
Unit 1: Introduction to Cyber Forensics    [9 Hours]
Definition and importance of cyber forensics. Cybercrime types and investigation process. Digital evidence: Characteristics, integrity, and handling.
Unit 2: Evidence Collection and Preservation    [9 Hours]
Techniques for acquiring and preserving digital evidence. Disk imaging and forensic duplication. Hashing techniques and chain of custody.
Unit 3: Network and System Forensics    [9 Hours]
Network traffic analysis and intrusion detection. Log analysis and SIEM tools. Forensics on Windows and Linux systems.
Unit 4: Mobile and Cloud Forensics    [9 Hours]
Mobile device data extraction and analysis. Cloud forensics: Challenges and methodologies. Internet of Things (IoT) forensics.
Unit 5: Legal, Ethical, and Reporting Aspects    [9 Hours]
Cyber laws and legal frameworks (IT Act, GDPR, HIPAA). Ethical considerations in digital forensics. Writing forensic reports and presenting findings.
Modes of Evaluation
Quiz, Assignments, Case Study Reports, Lab Exercises, Viva
Examination Scheme
	Components
	Continuous Assessment
	ETE (End-Term Exam)

	Weightage (%)
	50
	50


CO–PO / PSO Articulation Matrix
	CO
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12
	PSO1
	PSO2
	PSO3

	CO1
	3
	3
	-
	-
	2
	-
	-
	2
	-
	-
	-
	3
	3
	1
	-

	CO2
	3
	3
	3
	-
	3
	-
	-
	2
	-
	-
	-
	3
	3
	2
	-

	CO3
	3
	3
	3
	3
	3
	-
	-
	3
	-
	-
	-
	3
	3
	2
	-

	CO4
	3
	3
	3
	3
	3
	2
	-
	3
	-
	-
	-
	3
	3
	2
	-

	CO5
	3
	3
	3
	3
	3
	2
	3
	3
	-
	-
	-
	3
	3
	3
	-


1 = Weakly Mapped   |   2 = Moderately Mapped   |   3 = Strongly Mapped   |   – = Not Mapped
