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	Prerequisite/Exposure
	Programming Concepts

	Co-requisite
	Full Stack Development (Theory)


Course Objectives:
1. Provide hands-on experience in building well-structured, responsive web pages using HTML, CSS, CSS frameworks, and version control with Git and GitHub.
1. Develop practical skills in JavaScript, DOM manipulation, and building interactive single-page applications using React.
1. Train students to implement RESTful back-end services with Node.js, Express.js, and MongoDB, including authentication.
1. Enable students to integrate front-end and back-end components and validate applications through unit, integration, API, and end-to-end testing.
1. Equip students with practical skills in containerization (Docker), orchestration (Kubernetes), CI/CD pipelines, platform-agnostic deployment to cloud platforms or VPS hosting, and securing web applications against common attacks.
Course Outcomes:
On the completion of this course the student will be able to
CO1: Web Page Construction: Build and host responsive, well-structured web pages using HTML, CSS, and CSS frameworks, and manage source code using Git and GitHub.
CO2: Interactive Front-end Development: Develop interactive client-side applications using JavaScript, DOM manipulation, and React with hooks, routing, and API consumption.
CO3: Back-end Service Implementation: Implement RESTful APIs with Node.js and Express.js, perform CRUD operations on MongoDB, and secure endpoints using JWT-based authentication.
CO4: Integration and Testing: Integrate front-end and back-end applications and verify their correctness using unit, integration, API, and end-to-end testing tools.
CO5: Deployment and Security: Containerize, orchestrate, and deploy full-stack applications to any cloud platform or self-managed VPS using Docker, Kubernetes, and CI/CD pipelines, applying defences against common web security issues, and demonstrate these skills in a final integrated project.
Course Description:
This laboratory course complements the Full Stack Development theory course by providing structured, hands-on practice for every unit of the theory syllabus. Through a graded sequence of experiments, students build responsive web pages, develop interactive React applications, implement and secure RESTful back-end services with Node.js, Express.js, and MongoDB, and test their applications at the unit, integration, and end-to-end levels. The course concludes with DevOps practice — containerizing applications with Docker, deploying them with Kubernetes and CI/CD pipelines, and hardening them against common web security issues — culminating in a final integrated full-stack project that is tested, containerized, and deployed.
Course Content:
	Unit-I
	Practical Hours

	Web Fundamentals Laboratory
Objective: Practise the basics of web page structure, styling, responsiveness, and version control.
List of Experiments:
1. Design a personal portfolio web page using semantic HTML elements (structure, tags, attributes, forms, tables).
1. Style the portfolio page using CSS selectors, properties, the box model, and positioning.
1. Build a responsive layout using media queries, Flexbox, and Grid that adapts to mobile, tablet, and desktop screens.
1. Recreate the same layout using a CSS framework (Tailwind CSS / Bootstrap 5) and compare the two approaches.
1. Write JavaScript programs demonstrating variables, data types, operators, control flow, and loops (e.g., form validation, simple calculator).
1. Initialize a Git repository for the above experiments; practise commits, branching, merging, and pushing the project to GitHub.
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	Unit-II
	Practical Hours

	Front-end Development Laboratory
Objective: Build interactive client-side applications using modern JavaScript and React.
List of Experiments:
1. Write programs using functions, objects, arrays, and ES6+ features (arrow functions, destructuring, spread/rest, modules).
1. Build a dynamic to-do list using DOM manipulation and event handling (add, edit, delete, filter tasks).
1. Create a React application; decompose a given UI into reusable components communicating through props.
1. Develop a stateful React application (e.g., shopping cart or quiz app) using the useState and useEffect hooks.
1. Build a multi-page single-page application using React Router (navigation, route parameters, nested routes).
1. Consume a public RESTful API using Fetch/Axios with Promises and Async/Await, and render the results with loading and error states.
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	Unit-III
	Practical Hours

	Back-end Development Laboratory
Objective: Implement server-side programs, RESTful APIs, and database operations.
List of Experiments:
1. Set up a basic Node.js HTTP server; explore npm by installing, updating, and managing packages for a project.
1. Create an Express.js application demonstrating routing, route parameters, middleware, and centralized error handling.
1. Design and implement a complete RESTful CRUD API (e.g., student or product management) using Express.js, tested with Postman.
1. Implement user registration and login with JWT-based authentication and protect selected API routes.
1. Perform CRUD operations on MongoDB using mongosh, MongoDB Compass, and a cloud database on MongoDB Atlas.
1. Define Mongoose schemas and models with validation, and connect them to the REST API built in earlier experiments.
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	Unit-IV
	Practical Hours

	Full-stack Integration and Testing Laboratory
Objective: Integrate the front-end with the back-end and validate the application through systematic testing.
List of Experiments:
1. Connect the React front-end to the Express back-end; configure CORS and environment variables for development.
1. Implement a complete authentication flow across the stack (login, storing the token, attaching it to requests, protected pages).
1. Write unit tests for JavaScript utility functions and back-end logic using Jest/Vitest.
1. Test React components (rendering, user interaction, state changes) using React Testing Library.
1. Write API/integration tests for the Express endpoints using Supertest and automate request collections in Postman.
1. Create end-to-end test scenarios (signup, login, CRUD workflow) for the integrated application using Cypress or Playwright, and generate coverage reports.
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	Unit-V
	Practical Hours

	Deployment, DevOps, and Security Laboratory
Objective: Containerize, deploy, and secure the full-stack application, concluding with a final integrated project.
List of Experiments:
1. Write a Dockerfile for the full-stack application; build, tag, and run it as a container, and push the image to a container registry.
1. Compose a multi-container setup (front-end, back-end, MongoDB) using Docker Compose.
1. Deploy the containerized application on a local Kubernetes cluster (Minikube/Kind): create pods, deployments, and services, and scale the deployment.
1. Deploy the application on a VPS (Virtual Private Server): provision the server, connect via SSH, install Docker, configure an Nginx reverse proxy, and set up a domain with SSL/TLS.
1. Build a CI/CD pipeline using GitHub Actions that automatically builds, tests, and deploys the application to any cloud platform or VPS of choice (platform-agnostic deployment).
1. Demonstrate common web security issues (XSS, NoSQL injection, CSRF, session hijacking) on a sample application and apply defences: input validation and sanitization, HTTPS, password hashing, and secure token management; measure and optimize front-end and back-end performance.
1. Final Integrated Project: develop, test, containerize, and deploy a complete full-stack application applying all the concepts learned, followed by review and collaboration.
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